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Jan Trzaskowski

Fra: Visa Service [security@visa-security.com)
Sendt: 11. marts 2004 02:22

Til: info@extuto.dk

Emne: Visa Security Update

SPAMfighter: Checked

Dear Sir/Madam,

We were informed that your card is used by another person
or stolen. It could happen if you have been shopping on-line,
and someone got your "Billing information” including your
card number. To avoid and prevent any billing mistakes and
to refund your credit card, it is strongly recommended to
proceed filling in the secure form on our site and applying for
our Zero Liability program. This program is free and it will

help us to investigate this accident.
Continue...

Sincerely yours, Visa Support Assistant, Alwin Desagun.
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Indledende bemaerkninger

Internetjuraens 1. laeresaetning

Straffeloven § 1.
Straf kan kun palaegges for et forhold, hvis strafbarhed er hjemlet ved lov,
eller som ganske ma ligestilles med et sadant.
Promssagen (erklaering pa diskette)
UfR 1996.3569, indsamlingsloven (disketter)

Straffeloven § 21

Handlinger, som sigter til at fremme eller bevirke udferelsen af en
forbrydelse, straffes, nar denne ikke fuldbyrdes, som forsgag.
UfR 1996.15144, industrispionage (hjemtagning af materiale)
Besiddelse af crackerprogram
Computervira og portscanning

Selskabers strafansvar (§ 25 jf. § 306)
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En taksonomi over cybercrime

Hvordan kan man definere cybercrime?
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Forudsaetninger
Motivation
Gradighed, lyst, haevn, udfordring mv.
Mulighed

Informationssamfundet (digitalisering)

Mangel pa effektive beskyttelsesforanstaltninger

Hvad betyder “Code is law”?
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Formueforbrydelser

Tyveri (§ 276) og brugstyveri (§ 293)
UfR 1978.10034d, Ulovlig tilsutning til feellesantenne

Tingsadelaggelse (§ 291)
UfR 1987.2164, Indgreb | dataanlaeg

Forstyrrelse af almindelige samfaerdselsmidler mv. (§ 193)
Spam?

Databedrageri
§ 279 a. For databedrageri straffes den, som for derigennem at skaffe sig
eller andre uberettiget vinding retsstridigt aendrer, tilfgjer eller sletter
oplysninger eller programmer til elektronisk databehandling eller i
gvrigt retsstridigt s@ger at pavirke resultatet af sadan databehandling.
UfR 2000.18814d, Brug af forfalskede hasvekort
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Freds- og aerekaenkelser

§ 263, stk. 2. Uberettiget adgang til en andens oplysninger
eller programmer, der er bestemt til at bruges i et anlaeg
til elektronisk databehandling

UfR 1996.9799, Udprintning af EDB oplysning inden opsigelse

§ 264 d. Uberettiget videregivelse af meddelelser eller
billeder vedrgrende en andens private forhold eller i
ovrigt billeder af den pagaldende under
omstandigheder, der abenbart kan forlanges unddraget
offentligheden

UfR 1999.177V, Nagenbilleder af ex-hustru pa Internettet

§ 266 b. Den, der offentligt fremsaetter udtalelse, ved hvilken
en gruppe af personer trues, forhanes eller nedvardiges
pa grund af sin race, hudfarve, nationale eller etniske

oprindelse, tro eller seksuelle orientering .
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Ophavsret

Eneret til at rade over vaerket (§ 2)

Fremstille eksemplarer
Enkelte eksemplarer til privat (ikke erhvervsmaessig) brug (§ 12)
Kun personlig brug for digitale vaerker
Gaore tilgeengeligt for almenheden
Offentlig fremfarelse (§ 21)

Tekniske foranstaltninger

§ 75 b. Det er ikke tilladt at omsaette eller i kommercielt gjemed besidde
midler, hvis eneste formal er at lette ulovlig fiernelse eller omgaelse af
tekniske indretninger, som er anvendt til at beskytte et edb-program.

§ 75 c. Det er ikke tilladt uden samtykke fra rettighedshaveren at foretage
omgaelse af effektive tekniske foranstaltninger.
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European Convention on
Cybercrime

“computer system”
any device or a group of interconnected or related devices, one or more of
which, pursuant to a program, performs automatic processing of data
“‘computer data”

any representation of facts, information or concepts in a form suitable for
processing in a computer system, including a program suitable to cause a
computer system to perform a function;

“service provider’
1) any public or private entity that provides to users of its service the ability to
communicate by means of a computer system, and
2) any other entity that processes or stores computer data on behalf of such
communication service or users of such service;

“traffic data”

any computer data relating to a communication by means of a computer
system, generated by a computer system that formed a part in the chain of
communication, indicating the communication’s origin, destination, route,
time, date, size, duration, or type of underlying service.
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European Convention on
Cybercrime

Substantive criminal law
Offences against integrity of computer systems
lllegal access
lllegal interception
Data interference
System interference
Misuse of devices
Computer-related offences
Forgery
Fraud
Content related offences
Child pornography
Copyright and related rights
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European Convention on
Cybercrime

Procedural law
Necessary measures
Conditions and safeguards
Expedited preservation of computer data

Production order
Search and seizure
Real-time collection of computer data
Interception of content data
Jurisdiction
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European Convention on
Cybercrime

International co-operation
Extradition

Mutual assistance
Expedited preservation of computer data
Expedited disclosure of preserved traffic data
Trans-border access to stored computer data
Consent or publicly available
Real-time collection of traffic data

Spontaneous information
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Questions and comments

More information at
www.legalriskmanagement.com

E-mail:
jan@extuto.dk

www.legalriskmanagement.com




